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Abstract — The purpese of this paper is to demonstrate the
importunce of ethics applied to everyday moral problems arising
from the use of c-banking services. These services have
advantuges in financial transsctions, but security threats and
vilncrabilitics must be constantly reduced. In this framewaork
raises the “good cilizen™ that desires to do well and needs to
avoid harmful behavior [1]. While the “bad citizen™ pramotes the
lack of transparency, wrung attitudes and “hidden™ awareness uff
the nature, level and scupe of the financial impact which clatms to
reduce the sucial respunsibility [2) and produces high level of
degree of materinlistic values were less likely to acquire moral
[3]. Indeed, the integration of framl on al! aspects of the e
banking services requires the profound revision of the traditional
commercial puradigms that have been prevailed for last years,
Thus, un the vne hand, the thevretical framework of this paper s
based un literature about ethics and fraud, in general, and
information and communication technology of the e-banking
services, in particolar. On the other hand, the empirical
framewaork reflects the practices in this field of research used by
banks with public duta availuble on the Portuguese Banking
Assoclution. The results of the puper show several threats,
viulncrabilities, incidents, impacts and response that face e
banking services, To mitigate these risks, the main challenge is
the public discussion that will promote prevention and disclasure
evidence-based incidents, nut uonly to endurse an adequate
behavier but, also, tv develop guldance oo practical evidence on
ethics and reduce fraud

Keywords: Evhics, Fraud, e-Banking Services, Portugal

1 INTRODUCTION

This paper deals with cthics and fraud that *become a majar
hindrance to the development and use of commercial activities
on the tnternet” [4]. The paspective of the citizen and bank-
client 1s focuses on the ficld of research: cthics and fraud
applied to e-banking services. Indeed. these services are define
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as remole services provided by authorized banks through
devices that use information and communication technologies
(ICT) under the bank's direct control [5]. The impact of «-
banking on nsk management is complex and dysamic
Furthermore, it 13 possible to dentify strategic, operational,
technology. business, reputation and legal nsk associated with
e-banking fraud. But, management constantly reassesses and
updates theses nisks and, cffectively, social enginecrs arc
experts m human nature and m mitigation of risks lakmg mio
aceount due to several valnerabilities [6]. These nsks combine
seietice, technology and human nature ond management must
rmitigale them in order lo increase ethics [7]. For all these
aspects, necessary encourage nternal controls and  audit
procedures from practical concerns anising i connection with
the impact on the society. In a society that 1s mereasingly
charactenzed by the nsing of fraud, the research published by
[8] on the book “The Human Use of Human Beinps™ explore
the mmportance of the ethical issues that computer and
information technology need to face each day. Thus, the
authers agree with [9), when he defends that the problem of
modern technology is dangerous due to its inherent complexity
and possible mismanagement of the saving power, All these
questions sudden raise the need of principles that “good
citizens” must follow and it has been presented by [B]: 1.
Principle of freedom in which “the liberty of cach human being
to develop in his freedom the full measure of the human
possibilitics embodicd in him™, 2 Principle of muntmum
infringement freedom with “any demand must be exercised in
such way that it does not produce any unnecessary
infringement of freedom™, 3. Principle of equahty that is “what
15 yust for A and B remains just when the positions of A and B
are interchanged™, 4. Prnciple of benevolence in which “good
will be between Man and Man that knows no limits short of
those ot humanity itself.” Recent research [10; 11, 12] has
shown that, from the security professional’s perspective, the
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cngngement  with these principles depends on voluntary
commitment of each professional and it can be difficult to
sccomplish [13]. The fighting against fraud 15 fundamental to
increase trust and to assessment the bank services to provide
relevant help (o bank clients. In the literature, several authors
detail that the average person’s instinets and reactions are fairly
prediclable. Also, 1t is elementary to adapt to safe and
controlled environments, The evolution in the area of security
guidelines has been beneficial (or clients of the e-banking
services, because 1t was recognize the profound importance of
cthics and, at the same time, in conyoin efforts of nformatics.
For example, the [14] published the security guidelines that
contnin nine principles complementary, such as: “1. awareness,
2. responsibility, 3. Response, 4. Ethics; 5. Democracy; 6. Risk
ussessment; 7. Security design and implementation, 8. Security
management; 9. reassessment principle”. Indeed, malicious
software and other uncthical problems develop strategies
promoted by “bad citizens” conceming with promotion of
evasion on privacy, violate confidentiality, unpatred service,
controlling access to resources and lack of consistency [13].
Indeed, the citizen experiences are meaningful due to the future
decrease of fraud on e-banking services as a key contnbution
of mitigate the nsks to mise cthics and bank interests, needs,
strengths, and weaknesses which drive the leaming process
[16; 17]). The Council Recommendation on Principles for
Internct Policy Making made by [18], mim to: 1. Promote and
protect the global free flow of nformation; 2. Promote the
open, distributed and interconnected nature of the Intemnet; 3.
Promote investment and competition in high speed networks
and services, 4. Promote and enable the cross-border delivery
of services; 5. Encournge multi-stakeholder co-operation in
policy development processes; 6. Fosler volunlanly developed
codes of conduct, 7. Develop capacities to bnng publicly
availoble, rebable data into the policy-making process; 8.
Ensure transparency, fair process. and accountability; 9.
Strengthen consistency and effectiveness in privacy protection
at a global level, 10. Maximize indrvidual empowerment;, 11.
Promole creatvity and innovation; 12 Limit Intemet
intermediary liability, 13. Encotrage co-operatton o promole
Internet secunty, 14, Give appropnate prionty to enforcement
efforis.” All these pnnciples allow 1o identify definitions
about social engineenng, such as presented by [19; 20]. Thus,
ont the one hand, the theorclical framework ol this paper is
bused on literature review sbout ethics und {raud, in general,
and their effect in e-banking services, in particulas, On the
other hand, the empirical framework reflects the practices that
severnl Portugnese banks and their public disclosure in order o
increase the transparency and to reduce the risk. The structure
of the paper is organized as follows. Section 2 gives an
overview of cthics and {raud, in general, and on bank services,
in particular, through the information and communication
technology tools and it focuses on the nature of sociel
responsibility and moral action. Section 3 deals with practical
development of bank services that use the ICT tools and
present scveral vulnerabilities. Finally, the section 4 presents
conclusions and makes some recommendations.

II.  ETHICS AND FRAUD

The effectiveness of ethics and fraud depends on different
agents of change that allow “good citizens”™ to be affected by

the mapproprate actton and deal with the agency theory i
which is atlect by the moral hazard versus opportunist behavior
[21; 22). In this sense, the payolT of mora! hazard on the
agency theory needs careful analysts and investigation of the
level of trust between “good™ and “bad"” cilizen. “Geod citizen™
is affecled by asymmeinc information, in scveral situations,
especially in bank services In several c-banks, clients are
merely a2 commercial commodity and satisfacton s not the
main concem as consumess. Indeed, bank client shows a
vulnerable position, because he 15 affected by actions of “bad
citizen™ and face sevemral conscquences. As [9] defends the
ethical actions include three relaled factors intentions, action
and consequences that atfect the nature of moral judgment. As
[23] suggests that the pendulum swung loo far lowards
encouraging corporate self-interest ot the expense of the public
interest. [ndeed, the contimung conversion of public service
provision to market testing by many governments suggests o
strengthening belief that the two interests are not in conflicl
Self-interest and altruism (promoting the wellare of others over
selt) need not be in conflict. The “bad citizens™ that act against
rufes, norms, standards, policies and laws, very far from the
moral and social responsibility point of view. They controls.
misuse, manage and design ICT will its “sclf~interest” and
opportunistic behavior [9]. These influential ideas put interest
of the individual above mterest of the collective. This paper
follow the convergence model on ICT and psychosocal hife
environment presented on Fig, 1 that ot 13 centered on the
effects on humans. Indeed. [25; 26; 27) concludes that the use
of ICT has changed the human qualities so far: wdentity, sclf-
perceplion, social competence, creativity, integrity, trust,
dependency and vulnerability. Indecd from this perspeclive,
collective inlerests are best served through self-mterest.

p————_
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Figure 1. The convergence model on [CT and Psycl ial Life E:

[25: 26, 27).

Following this mode! presented on Fig. 1, banks are
directly responsible for the safety ol their services and ICT
systems provide to bank clients. So, the psvchosocial life
environment allows bank clients lo perform  transactions
electronically without visiting 1o a branch and act anytine of
the day and the night. Indeed, it enables bank clients, firms and
socicty lo access accounts, lo do business, to obtmn
information on financial products and services through a public
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or private network reduce transaction costs and then to provide
vurtual services with efficiency

[fI. THE CASE OF BANK SERVICES

Security of e-services is one of the most important are of
concerns of regulatory and supervisor agencies, that promote
operational transactians in terms of legal and regulatory norms
at security and technology issues, for example, the Bank of
Portugal is concern wath impact of e-banking on its monetary
and credit policies [29). Banks need to apply IT stmtegic and
operational plan to mitigate the nsks. With regard to the
research’s theoretical implicalions, the cmpirical analysis is
supported on the public data available on the Portuguese
Banking Association (PBA) and registered on the Bank of
Portugal [28]. So, the sample focuses 33 banks, with
information publish between 2004 and 2014. The PBA
association is a group of monetary financial institutions that is
responsible for 96% of the Portuguese banking system, despile
have, at 31 of December of 2014, 33 members that represented
36% of the lotal number of banks (59) in the Portuguese
banking system {29]. Alse, at intemational context,
Government, payment providers, Plattorm operators and other
stukeholders help to ensure that chents of the e-banking
services huve adequate access to information and they respect
the legitimate interest of cach other [2]. Also, ICT advances
offer the potential for increased dats security, because as [30]
defend the rise in the level of trust could be related with an
increase in cconomic growth due. The mam problem 1s
globalization thot tmnsforms a national to  international
problem. For example, one of the last reports published about
fruud in e-banking services has been made by [31]. This report
prescnts the Carbanak malware that started in August, 2013
when the cybercriminals used it in scveral tests. Thus, the first
infections were detecied in December, 2013 and then it affects
the following Carbanak targets (see Fig, 2).

Map of Carbarnak targets
= gl

B s

Figure 2 Map uf cotintrics target of the Carbanak le;d [30).

The explanation of the attack process of the Carbanak
Fraud is draw in Fig. 3, which “use spear phishing emails with
mahicious aitachments against employees of the targeted
financial institutions, in sume cases sending them to thewr
personal email addresses™, Also, the ntlackers used drive by
download attacks, but this assumption 1s not 100% confirmed;

How the Carbanak cybaergang stola $1bn
A targoted attack on a bank

s [y
ey} L Nl e s SR U7 i i e

=

Figure 3. Coybanak Fraud {31}

ZRERELRE.

One of the entities of the sample 15 the BPI [32]. This e-
banking service 1s one of the services available to citizens n
general. Bui, afler the individual registration process, it
provides o clients and small businesses several e-banking
services, in a sumple and secure way, through a computer with
iniemet connection and it 1s available, normallv, 2.4 hours a day
during 365 days a year. In different services on the e-banking,
such as payments of shops and money transfers, it 1s necessary
to end them with codes supported on the individual coordinate
card [33]. The c-banking code card is a simple, portable and
low-cost card with a matrix of chamcter sinngs, each character
string maiching a unique coordinale to other unils as Fig. 4
This card allows 10 made several services with different codes
for each service, but needs to be implement with dynamic two-
factor authenticabion through used [D/password combination
and access by token vr sms.

&) Caiun Gorsl de Depusitos T T

o

A dnaelry Sl Shin. U RSO i ekl sk $ Sl

P
aY——

Figure 4. CGD o-banking code card [33],

The bank clients in order 1o protect the security of their e-
banking account use a dynamie password that needs to be taput
three straight times 1o end one service. But, to prevent the
thicvery of e-banking code card by bad citizens through false
wehsites, Trojan viruses, and hacker attacks, the bank platform
show onc cspecially window to remember clienis of the
dangerous situations as Fig. 5

NE

Figure 5. Ethics. Inf ion about c-banking cand [33).

The cilizens must be awareness and avoidance of different
techniques of polential online fraud attempts, including the
advice of not rusts any online resource simply because it holds
the Bank's Idents g 6

Csrtset & S ad eetaae 18 i ingme s
Tarrnitnms ipecal W0 B0 55 | ¥ el + 50 T8 FRT FE Ak

Figure 5, Ethics: lufunnlum about entrance [32).

[—

Nunca aceda ao BPIl Net

atravg’es de links em
e-mails.

Human resources are very important at banks that must
promote audits, education, close supervision of stalf
sensiive places, segregation of duties and secunty procedures.
As well as ICT mainitenance with cahbrabon, measurement
procedure, assurance and non-complhiance management n
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order to ensure appropriaie measures that faces adherence of

the chient in'vncl n:ﬁ' ements |scc on F:I. 7':

[ -

B i nirer b MetRand o Parts slass

’ Figure 7. Ethica: Tnformation sbout double safé todes of catrerce [34].

Phishing attacks that the use of the Bank's wdentity on 2 fuke
website are another example presented. So, Extended
Validation Sccure Sockets Layer (EV-SSL) certificales are
thereasingly being used, but surveillance process nceds to
trigger and alerl trensactions with messages which are not
normal creating more difficulties to steal. Banks have to use
reliable methods with spectfic requirements for veniying the
identity and suthonzation of new and existing chents which
includes a complete fulfills of all constrainis and, slso, it
permits to create and custormze all sensible vartables (sce on
Fig. 8). logical access, input, processing, output, mterface and
authonzahon controls

e
| Soguranca
[ [P —

P A Lot P v BT e -
L T P E k e
FL8 2 i it B M s Al B e -

ot LA e e B A T L W a e

Porhaly Aot e e T

L L
o |
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wrubri & 5 -

B PR e

&4 pedbd g s
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ieu."-umuam ATy PEErEt L

Figure 8. Fraud 1: false download of application for mobile [32).

In ordes to ensure comphance with the best international
standards, the client af the e-banking services must use a secure
messaging system when communicating with the bank (see on
Fig. 9), but audit truls, violation logging management as
networking management audit must be promoled by banks and
more important is providing the wellbemg of clients through
mamtenance robust framework for recovery plans and
emergency plans to cntical business activitics.

Ploass Yo lonporiane Bossment,

ru .Mrod » document wih yuu

f,. R0

e,
-~

- ot
ettt e e S e { v, 1o ot o Crmaphs Dot e foen. o1a e Apetabes
i g e o Ve sssmshe = by o

o e St S EHS M i - +ilhrt m st e spamrae e 44y e
Chervgae

Figurc 9. Fraud 2: falic cmad [32]

IT operations must be supported on service continuity and
disaster management with  consistency  of secunty  of

conlfidential data wath proper storage. Also, ¢-bunking services

are not allowed to block accounts or services without assigrung

valid reasons and withowt pnior notice to the client. In this

sense, the process of authenticatton with 3 or 4 successive

sttempts are made to gain access with an incomect password

then the access is automatically block as shows the Fig. 10:
Calxa) benklog

Figure 10. Frand 3: suthenticslion procedures [33]

ICT vperntions must educate clients and help with
suspicious emails, like this false email based on evaluation
detaifed delivery channels (ATM, internet banking, mobile
banking). This is a self-assessment rule that it has goal-sclting.
Another situation happens when banks rely on third party
providers for e-banking services, and then management must
generally understand  the provider’s  information  security
program o effectively evaluate the security systems’ ability 10
protect the bank and its client data and as it shows the Fig, 11:

Van "
W Suimery e Jdnitdn gt be Ruimacis
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a2t Sendy FIP% s oy Bodubin do Comts

AetaBurs do pa
Tomrde Penvbente { g oo EER

AT

'Ffﬁ('i-ri-- » i
Figure 11, Frand 4: Loss, destruction and falsification of zontrols [32).

Procedures to erasc fraud emails are based on secunty
standapds  Also, establish a pnvacy and Jata protection of the
bank client with promotion of controls with crasing and
shredding documents. Fig. 12 shows an email of the credit card
errors that must be faced by the technical non-repudiation
problemas that it involves creating proof of engin or delivery of
clectronic information to protect the chent against false denial
by the recipient that the data has been received as shows the:

Avwntadirae v
lats JC12

LR ST T g T T————

Figure 12, Fraud 5. email of misuse of the aedit card [33).
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As other e-banking services, the Fig. 13 presents email
accounts banks that should raise clients about the awareness of
the associated risk that causes fraudulent activities. E-banking
services must advise clients to create robust passwords and
personal identification numbers that cannot casily be guessed
or predicted, also, the password has to be periodically changed:

it merBarry symbian

=1
W CUCNSHOMD

L | Qutros...

Figurc £3. Fraud 6: amail countafeit about molnle phone [33]

Undesstanding the techniques ol possible online fraud
altempts justifies the alerts 1o acceess the bank's online resources
ftom other websites, portals or emails (see on Fig. 14):

Linier muor oo Miwneg grt!

Moncly bow g

DA O L BT LA i el o
TR et O (TS tee ) ol D O
aprd da 2014

For fevos cormplens o
Al BT ey g o e

L asrr P
v i

Figurc 14. Froud 7: false annual survey with rewand [32]

Another example ts the confidentiality of key e-banking
information, which 1s not possible through an instructional ool
that allows through compuler images 1o access to false creation
of passwords of credit cards as shown on Fig. 15:

e AR

ol > \ 9 A
&

wita 2]

=

Figure 15. Fraud 8: ercate passworsd for credit card [34]
Banks should apply methods which invelve secure trusted
registration and notfications of privileges or offers must be

develop with document procedures and speaific define duties
with segregated functions, for example, price winner should be

made by the munager of the chient and not by messages that
could be false. In resume, the e-banking services mcludes
potential benefits 1o bank client’s, such as: availability, because
i can be accessed from the internet ot anytime and anywhere,
wniliated fecdback and awtomaled feedback;, improved
communication through scveral features of the platform that
allow communications ot clients with banks, for example the
announcements, and emails, tracking chents in the course
statistics arca. The authors mim to synthesize very important
tasks to increase secunity in ICT, dimunish fraud on e-banking
services and improve the knowledge and slalls of bank chents.
ovet the time, such as: 1. Do not download or click software or
emails from unknown sources; 2. do not use internet banking in
public places, such as: internet cafe. public library, streets and
airport corners; 3. msiall genume antivirus software and
fwewall with regular update, se as to prevent the mvasion of
intermet viruses; 4. save important information such as card
number, password, atd ID number in secret place and without
call or save them with this names.

IV. CanNcLUsioN

The paper focus in advocating the relevance of cthics and
fraud on e-banking services. to answer to citizen's, firm’s and
society needs, according to the real time rapidity characteristics
of the process of buying and setling [36; 37]. The discussion
about ethics and fraud at theoretical analysis s complex and
dynamic [35, 6; 16, 17]. The empincal analysis is based on a
sample of 33 banks registered on the Bank of Portugal,
between 2004 and 2014 and with public available information
with Portuguese Banking Associttion. The results of the
empirical analysis are significantly affected by the strmtegy of
globalization and the tncrease of the business competiliveness
that raise the need for e-banking services (o use ICT. However,
these services have been created for the purpose of simplifying
the daily life of citizens and finns 1n order o solve needs and
demands of bank clients and based on the recent developments
on ICT. The main solutivns are authenticativn. identification.
virtual keyboard, matrix, digital certificates, cookies, SMS and
hard Token, encryplion of communications, traffic control,
automatic logout ¢ momtoring and control [34).

For national and iniernational agencies and regulatory
entities that the need to prevent damages to the financial and
monetary markets within tew financial transactions, becausc
they failed on the secunty pobicies to bank chents. This has
been seen as necessary and with higher impact on ICT market
behavior [38, 39, 40]. The financial cnsis and repeated
scandals generaled more ICT secunty ond prnivate issues (o
creale a bank sector more safe and with prudential siles
(cerufication authorities, dignal signature and certificates,
cryptography, inspection firewall, key infrastructure, 1solation
of mobile services), to be beneticial 1o the society as whole,
For citizens, the extensively use of fraud on e-banking services
oblige them to learning more about ethics to stay protected. So,
skills and real-life knowledge must develop information
shuring between citizens tn order to fight fraudulent pmctices.
For lrms, must select quahfied technicians with expertise in
different but complementary arcas in order 1o reduce their
vulnerabilities, like attacks and all the common attack methods
adopted by attackers, which conduct lo proposals of the
sesearch of [41], such as: loss ol confidential infonmation to
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business rivals, physical damage to nassets, deprivation of
public trust to sharcholders and decrease of the public image to
markets. For thc socicty, froud on c-banking services is
constantly embracing day-lo-day problems. which increases
nisks to the complexity of the bank client system. And, It rises
due to the lack of understandable information about the scheme
used by “bad cilizen” and he misusc factually occurate
information. Indeed, the society must disclosure, in time and
constantly up-to-date, relevant infostation and decisions Lo its
ciizens, which must nol be excessive confrolled by secunty

depariments that reduce transparency.
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